Information Security has become a significant concern for today's organizations. The 
Introduction
Information Security at the organizational level aims at securing the information asset and other assets of the organization from threats that may exploit the vulnerabilities and get access to the assets of the organization. The various domains of information security in an organization that are often talked about are : Physical (environmental ) security , legal regulatory ,investigation & compliance, business continuity and disaster recovery, operations security, cryptography, software development security, Information Security Governance and Risk management , Telecommunication & Network security and Access Control. Although it's known than an employee for an organization is the most important asset to the organization, yet discussing it as a separate domain (BehavioralSecurity) has yet not gained its importance.
This paper discusses about the behavioral security domain, by analyzing the two important aspects of an individual that he/she imparts to the organization: Knowledge and Attitude. It further discusses on how this behavioral security ultimately leads to the organizational security and thus aligns with the organizational goal.
Conducting a performance appraisal of an employee is a task of challenge for an organization. True assessment of performance becomes a mere factor of chance if proper inputs are not taken into consideration. The problem occurs when various factors negatively influence and effect the performance appraisal. Thus the performance appraisal varies depending upon an individual's situational factors. For example, personnel factors of an employee such as his mood, his desires, his fitness in terms of health, his perception, all affect the final outcome. Similarly the personalfactors of the evaluator such as his mood, his dislike for the employee, will affect the final outcome. All these factors at some or the other point becomes a hindrance in evaluating the performance appraisal of an employee and thus influence the accuracy of the measurement.
It can be argued that the problem discussed hear is similar to auditing an employee's behavior. It can be considered as an initial step or a step that needs to be performed just before putting our hands into an information security Audit of an enterprise.
Since all organizations whether profit or nonprofit has employees at the very micro level, and employee is not machinery. Human mind is rational and cannot be taken for granted. Thus working on employees' behavior and getting a unique and ideal model to audit behavioral security is not a formula based approach and varies depending upon the varying constraints. The best approach that can be considered is the one that fits into a general working environment of any organization, i.e. the organizational structural approach.
Research Model Organizational Division
An organization is a system with several subsystems where people work together in a coordinated manner to achieve the goals of the institution.To obtain synergy, there should be division of labor as well as coordination of activities and efforts [1] . The structure of an organization could take different forms, determined in part by the overall strategy developed to achieve its goals. However at a very granular level an organizational structure can be classified into a number of processes running to in parallel to achieve the ultimate organizational goal. Processes are classified based on a set of activities to be performed together in coordination to achieve required output. Thus there exist various processes in an organization. Each of these processes are controlled and managed by a group leader. Under each leader there exist a number of individual employees.
This implies that there are cascade of goals in an organization that are to be achieved to ultimately get the business level goal that relates to the organizational goal. Thus there are departmental goals that are achieved via number of process level goals at a divisional level. These processes are performed under the supervision of a leader that acts at the regional level. Thus the leader works to attain the team level goal. Within each team there are individuals who work together at individual level to attain the team goal. These individuals work to achieve the individual goal as per the need and task being assigned to them by their leader. Thus in this way connectivity exist at various levels: individual, regional, divisional, business with the ultimate objective of achieving the organizational goal. This structure can be described as follows: 
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Attitudes denote our positive and negative responses to people, events, and objects and are influenced by the values held by individuals and their sense of right and wrong [1] . Attitude is something that is not developed in a day. Every individual has some inner values and beliefs that they develop with time. As we grow we watch the people around us behaving in a particular way; we are being told to cherish certain things over others that we learn from our teachers and peers. We come to value certain things over other, thus forming our value system. These in turn gives rise to development of our attitudes.
Just as values influence attitudes, attitudes influence behavior [1] . Here we are concerned with the behavioral aspect of attitude because it is behavioral part of attitude that actually governs the end outcome as per the organization model discussed in this paper. It is the behavioral component of attitude that will translate one's desire into actions. Thus behavioral component of attitude falls into two groups:  An individuals' understanding of what attitude is expected from them in the company.  An individual's willingness to constrain their attitude to follow the accepted and approved norms.
Knowledge is defined as the facts, information, and skills acquired through experience or education. The knowledge that an individual employee has concerning information security with respect to the organization in which they work is very important. At some or the other level every individual employee in an organization needs to take a security decision. Sometimes these decisions are taken in a non-critical situation where a bit of deviation from the ideal decisions can be tolerated whereas certain decisions need to be taken in a critical or sensitive situation. In such a situation the user has to make an instant decision about what needs to be donein particular circumstances. Such instances where an immediate decision is required by an individual employee, is where the knowledge factor of an individual becomes an important constraint for the end result or outcome. This knowledge factor is attained by one's learning capability as well as ones' past experience that is based on the previous security decisions taken over a period of time.
Here it must be noted that knowledge is too vast and an individual's knowledge may not always lead to a correct security decision for every situation an individual may encounter. However it should, at a minimum be aligned with the organizational policies and procedures, so that information, which is a crucial component of knowledge, is managed securely. Hence an individual cannot avoid making their own security decisions as part of their daily task.
The use of knowledge of an individual in an organization affects discretionary behavior and thus helps to avoid causing offence or revealing confidential information. It also provides an individual the freedom to decide what should be done in a particular situation.
When the attitude and knowledge of an individual employee in an organization combines it gives rise to individual's behavior.
The research model proposes that user knowledge and his attitude together acts as input to an individual's behavior. When such behavioral approach combines it gives rise to a group behavior andreflects an important constraint towards achieving a successful process, Figure 2 . 
Process level Security
Various individual's behavior at the individual level combines to give rise to process level security. Thus a combination of individual employee's behavior and their leader's behavior at a particular process level is responsible for the completion of a process within an organization.
At a very granular level an individual's behavior towards an organization may appear to be a small thing. But when behavior of a group of individual employees, working together for a specific outcome, is seen, it affects the process they thisgives raise to the process behavior. This process behavior is controlled by a leader. To attain the end level business goal that relates to the organizational goal it is required that the divisional level goals must be attained. This is possible only if the various processes at various divisional levels fulfill their specific requirements and process behaviors are up to mark. Combining these process behaviors gives rise to process level security, when taking into consideration the behavioral aspect of information security, Figure 3 . 
Organizational Security
As discussed above, overall organizational level security requires various domains of security, like physical security, network security, etc., to be in position but organizational level security also requiresare working for.
This behavioral level security is most important because it cannot be even measured or audited and if not taken into consideration it can lead to undesirable behavior of employees' and thus chaos and non-fulfillment of the organizational goal. The Figure 4 
Methodology
To test the research model, a survey was conducted among 50 randomly selected employees' in an organization. The survey was questionnaire-based. This self-report survey question format has been an effective method for drawingand eliciting behavioral responses [12] . In the survey conducted for the study, three optional choices where provided: true, false, do not know. The survey questions included content relating to common information security issues and their solutions, such as viruses and anti-virus protection, firewall, web security, password security [8] . For each of the two constructs five questions were grouped which are the input to an individual's behavior in an organization: knowledge (affecting discretionary behavior) and attitude (behavioral component).
Voluntary participation of the employees' was taken and out of the total 60 distributed survey questionnaire 55 responses were received. From this data received 5 responses were deleted for missing data. A final of 50 responses were received. [8] 
Findings and Discussion
In this paper SPSS version 16.0 for windows was used for statistical analysis of the initial inputs to an individual's behavior i.e. knowledge and attitude. For analysis of internal consistency reliability, the Cronbach's Alpha coefficient measurement method has been used. For this coefficient values over 0.9 indicate excellent internal consistency reliability, Figure 5 [8]. Figure 5 . Realiability Statistics The Cronbach's Alpha value for the two construct items in this study are 0.9. Therefore, the measures used in this study are considered to have excellent internal consistency reliability.
Further the Pearson correlation results shown in Figure 6 also support the research model discussed above. As shown in the resultant correlations matrix in Figure 6 an employees' attitude and knowledge towards using information security solutions both combines to give a behavioral security aspect. When the attitude is negative, for example, if there is conflict between individuals' values and company's values tension can arise. It's very often that people will not bear the tension for long time, and they will either change or modify principles or they may even leave the company [2] . Thus the impact will be on the processes they are involved in and ultimately the resulting behavioral security will affect the organizational goal. Similarly if the [2] , then in such a case there will be lot of irregularities and will affect the behavioral security aspect of the individual as well as the process security will be affected and thus will have a negative impact on achieving the organizational goal.Thus the result indicates that the values for attitude and knowledge are related to behavior.
Figure 6. Pearson Correlation
The positive correlations are quite strong as shown in the coefficient values. Thus, the result has validated the research model for information security behavioral aspects proposed in this study [8] .
Conclusion
This study focuses on the relationship between an individual employee's knowledge and attitude in the domain of information security to give rise to his behavior towards the organization and thus providing a link on how such behavioral security aspect of every individual in an organization affects the alignment of various processes at the departmental level and thus affects overall business level goal of the organization.
From the findings it is validated that the attitude and knowledge reflects an individual's behavior towards adopting and using information security solutions and should be considered as an initial step before going for actual auditing.
